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Identity Theft Protection Act Protects Employee’s Personal Information

A new, broadly-worded North Carolina law regulates, among other things, the use and disposal of docu-
ments containing social security numbers and other personal information. This law has many implica-
tions for business, including implications for Human Resources.

e  Starting December 1, 2005, North Carolina employers must implement written policies and pro-
cedures for the secure disposal of paper and electronic documents containing “personal infor-
mation.” (For general information on disposal policies and procedures, see June 2005 TIP dis-
cussing employer’s disposal of criminal background checks.)

e  “Personal information” is defined broadly to include not only social security numbers but also,
for example, drivers’ license numbers, checking or savings account numbers, credit or debit
card numbers, email addresses, pin numbers, passwords, and parent’s legal surname prior to
marriage.

e  Starting October 1, 2006, use of employees’ social security numbers will also be restricted.
Employers must take reasonable steps, including conducting systems tests, to ensure compli-
ance with the law. Highlights include:

Restrictions on disclosure of social security numbers without employee’s written consent.
Restrictions on requiring employees to transmit unencrypted social security numbers over
the Internet unless transmitted over secure connection.

o Restrictions on printing or imbedding social security numbers on cards that are required to
access products or services, including identification badges, security cards, and insurance
cards.

o Restrictions on using social security numbers to access Internet Website unless password
or other authentication device is also required.

o Restrictions on transmitting documents that contain an employee’s social security number
by e-mail or regular mail.

e  Violation of Identity Theft Protection Act is an unfair and deceptive trade practice that could ex-
pose an employer to the risk of treble damages and attorneys’ fees.
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